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XKTAN.00101-01 93 03. Kpuntollpo CSP. Mpunoxerne ans cosganus TLS-TyHHens

© 000 «KPUNTO-MPO>x», 2000-2019. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokymeHT BxoauT B KOMMekT noctaBku nporpammHoro obecnedveHns CK3U Kpuntollpo CSP Bepcum 5.0 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA

JaHHbIl LOKYMEHT coaepXunT obLyto nHOpPMaLMo No UCMOb30BaHMIO nporpaMmmuoro npogykta « KTHAM.00101-01
93 03. Kpuntollpo CSP. lMpunoxerune gnsi cozganust TLS-TyHHens», npegHasHadeHHoro ans cosganus TLS 3awwmwenHoro
COEANHEHNS| MEXAY KIMEHTOM 1 JIOKaNbHbIM (inetd-3anyckaembiM) AN yaaneHHbIM CEPBEPOM.

1 CwucremHblie TpeboBaHus

MpunoxeHne QyHKUMOHMPYET B MporpaMMHO-anmnapaTHbiX cpegax, nepedncnedubix B MTAM.00101-01 30 O01.
Kpuntollpo CSP. ®opmynsip, n. 3.2.

2 Wcnonb3oBaHme nporpaMmbl Ha oNepaunoOHHONW cucreme
Windows

2.1 YcrtaHoBka cny»xb6bl stunnel

VcTaHoBKa Cy>Kbbl NPOU3BOAUTCS MYTEM 3amnycka Clefytoweil KOMaHabl:
stunnel.exe -install

B panbHeiiwem cnyxba gns crapta byger ucnonb3osaTh aiin stunnel.exe n3 Toll Nanku, oTKyAa Obina npoussegeHa
YCTaHOBKa.

2.2 HacTtpoiika cny»x6bi stunnel

Mepen ycTtaHoBkoW cnyxbbl stunnel Heobxogumo BbIOpaTb pexxum paboTbl CiyXbbl, yCTaHOBUTL cepTudpmKaTbl U
cchopmuposaTh haiin koHdurypaumu.

2.2.1 Bbibop BapnaHTa Mcnosib30BaHUs
Cnyxby stunnel MOXHO NCMONL30BaTL NBO B pexume KaueHTa, nmbo B pexxmme cepsepa.

B pexunme knueHTa stunnel npuHumaer TpaduK OT KJINEHTCKOrO NPUIOKEHUs, 33 POBLIBAET €ro 1 OTNPaBASET Ha
cepsep. Ha cepBepe Tpaduk paclumdpoBbIBaeTCs v nepefaéTcst KOHEHHOMY MPUTIOKEHNIO AN ApYroit ciyxbe Ha 3TOM cepBsepe.

2.2.2 VYcraHoBKa cepTudgunkaTos

Ons paboTbl cnyxbbl stunnel B pexxuMe cepeepa obsizaTeNibHO HyxXeH cepTudukat ayteHTudpukauun cepesepa. Cepsep
MOXeT TpeboBaTh, a MOXET He TpeboBaTb CEPTMPUKAT KANEHTA NPU COEAMHEHUN KINEHTA C CEPBEPOM.

Kak Ha KnueHTe, Tak N Ha CepBepe HY)KHO YCTaHOBUTL HEOOXOAUMble CepTUUKATDI:
1. ceptucpukaT kophesoro Llentpa Ceptudmkauymn (LIC) gosmxen 6biTb ycTaHoBneH B xpanunuiie «JloBepeHHbie
kopHesble LleHTpbl CepTudmkanum» nokasbHOrO KOMMbIOTEPA;

2. ecnu cepTudmKaT cepBepa Uamn KIneHTa BbigaH Ha nogunHédHom LIC, ceptudbukatel Bcex nogumténnbix LIC B uenoyke
LOJKHBI BbITh ycTaHOBAEHbI B XpaHunuwe «[lpomexytounsbie Llentpbl CepTudbnkaummy nokanbHOro KOMNbIOTEPA;

3. Ha cepBepe [JOSKeH ObITb yCTaHOBMEH CepTudMKaT cepBepa B XpaHuanuie «JInyHbie» S0KasbHOrO KOMMbIOTEpPA C
MPUBSI3KOW K KOHTEHEPY 3aKpbITOro KJloYa CepBepa;

4. ecnu cepeep TpebyeT cepTudrKaT KAUEHTA, TO HA KJIMEHTCKOM KOMMbIOTEPE JOJIKEH ObiTh yCTaHOBNEH cepTudpmkaT
KANeHTa B xpaHunuiie «JIn4Hbie» NOKANbHOrO KOMMbIOTEpPa C MPUBA3KONA K KOHTENHEPY 3aKPbITOrO K/tO4Ya KANEHTA.
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2.2.3 3anucb ceptucukatos B chaiin

Mocne yctaHoBku cepTuchbukaTa cepeepa WAM KAWEHTA B XpaHWUAWLLIE HEOBXOAMMO AOMOAHUTENBHO COXPaHUTb 3TOT
ceptucpukat B paiin Ha gucke (be3 3akpbiToro katoda, bes uenoykn ceptucbukatos (daiin *.cer) B hopmate BASEG4 nnu
DER).

2.2.4 ®opmuposaHue caiina KoHcpurypauymnm

B haiin koHpurypaumm 3aHoCATCA cnegytolme onuuu:

MapameTtp | Onucanue

debug VpoBeHb NMPOTOKOINPOBaHNS

output Mucatb nor & file

service Nims cepsuca

socket Onuum setsockopt() anst cokeTa npuema coefvHEHUN, @ Tak Xe NS JIOKANLHOTO N YAAJIEHHOTO COKETOB
Service-mode options

accept MpuHumaTh coeguHenuns Ha host:port.

Cert Ceptudpukat B der koguposke. CooTeeTcTBytOWMI CepTUMKAT B XPaHWINLLE AO/KEH UMETb CCbUIKY Ha

3aKPbITbIA KAKOY.

client Pexum knuenta (yganenHoili cepsuc ucnonssyer TLS/SSL).
connect CoeanHsaTb € yaaneHHbIM cepsepom host:port

delay 3apepxka ans DNS sanpoca ans 'connect' onuuu.

verify YpoBeHb NpoBepkn cepTudrKaTa yaaneHHOro KoMmbloTepa:

0 — WrnopupoeaTb ceptudukat

1 — MNpoeepsiTb cepTudpukaT ecnm ecTb

2 — Bcerga npoeepsaTb ceptudmkat

3 — lNpoeepaTs Hannyue ceptudpnkaTa B xpanunuwe TrustedUsers

[anee npuseneHbl npumepbl pailioB KOHUTypaunm LA KAUEHTa W cepBepa ANs cregytowei 3agaqun. Knment c
KOMMbtloTepa compl Jo/KeH YCTaHOBUTL coeanterne ¢ Beb-cepsepom (srvl.test.ru), npuuém Tpaduk gosker 6biTh 3awmndposaH
U KJINEHT LOJKEH ObITb ayTeHTUMUNPOBaH no cepTudukary.

Mpumep daitna koHdurypauun gns cepsepa:

output=c:\stun-srv\stun.log
socket = 1:TCP_NODELAY=1
socket = r:TCP_NODELAY=1
debug = 7

[https]
accept=srvl.test.ru:1502
connect = srvl.test.ru:80
cert=C:\stun-srv\srvcer.cer
verify=2

Mpumep daiina koHdurypauun gns Kamelra:

output=c:\stun-cli\stun.log
socket = 1:TCP_NODELAY=1
socket = r:TCP_NODELAY=1
debug = 7
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[https]

client = yes
accept=compl:1500

connect = srvl.test.ru:1502
cert=C:\stun-cli\clicer.cer
verify=2

2.3 3anyck cny»xb0bi

3anyck, OCTaHOB 1 N3MEHEHNe NapaMeTPOB CNY>XDbl 3aMycka OCYLLECTBASIOTCS Hepes CTaHAAPTHYIO OCHACTKY YNpaBieHus
cnyxbamm (services.msc).

2.4 VYpaneHue cny»xbbi

Vpanexne cnyxbbl stunnel npousBOANTCS NMyTEM 3amycka CieAytoweli KOMaHAbI:

stunnel.exe -remove

3 Wicnonb3oBaHune nporpammbl B cpege UNIX

3.1 Peanusayun stunnel

CywecTsyeT fgBe peanusauuu cnyxbel stunnel — c ucnosnb3osanmem 6ubnnotekn pthread u ¢ ncnonszosanuem fork,
GuHapHble dalinbl HasbiBatoTcst stunnel thread u stunnel fork cootsetcTeenHo. Peanusaunio stunnel ¢ ucnonssosanuem fork
BO3MOXXHO Mcnosb3oBaTh Tosibko ¢ Kpuntollpo CSP sepcus 5.0 KC2.

3.2 Hacrpoiika stunnel

3.2.1 Bbibop BapuaHTa ncnonb3oBaHus

Cnyxby stunnel MOXXHO Ucnonb3oBaTh NGO B pexxnme KaneHTa, nubo B pexume cepsepa. B pexume knuenTa stunnel
NPUHUMAeT TpaduK OT KAUEHTCKOrO MPUJIOXKEHUS, 3alinpoBbLIBAET €ro W OTnpaBnsieT Ha cepeep. Ha cepeepe Tpadhuk
pacwndpoBLIBAETCA 1 NepPefadTcst KOHEYHOMY MPUJIOKEHUIO Uan apyroli cinyxbe Ha 3ToM cepeepe.

3.2.2 VYcTaHoBKa cepTucukaToB
VcTaHoBKa CcepTUUKATOB NPON3BOANTCS MpY MOMOLLM YTUANT certmgr u cryptcp u3 coctasa Kpuntollpo CSP.

Ons paboTbl cnyxbbl B pexxume cepsepa obsizaTesibHO HyxeH cepTudmkat ayTeHTudbukaumm cepsepa. Cepeep MoxeT
TpeboBaTb, a MOXeT He TpeboBaTb cepTUdNKAT KINEHTA NPU COEAUHEHUN KMEHTA C CEPBEPOM.

Kak Ha KNINEHTE, TaK N Ha CeEpBEpPeE HY)XHO YCTAaHOBUTb H606XO,£I|VIMbIe CepTI/ICbI/IKaTbIZ

1. ceptudpukat kopHesoro Lentpa Ceptucpukauyun (LC) gomxen bbiTb ycranosnen B xpanunuwe ROOT;
/opt/cprocsp/bin/<apxurekTypa>/certmgr -inst -file root.cer -store ROOT

2. ecnu cepTudpmkaT cepeepa Wamn KNMEHTa BblAaH Ha nogumnHénHom LIC, ceptudrkaTsl Bcex nogunHéHHbix LIC B Lenovke
JOJDKHBI ObITh ycTaHoBeHbl B xpaHuaunie CA;
/opt/cprocsp/bin/<apxurerTypa>/certmgr -inst -file ca.cer -store CA

3. Ha cepBepe JosKeH ObiTb ycTaHoBreH cepTudpmkat cepsepa B xpanunuwe My (Tekywero nosnb3osatens wim
JIOKaJILHOrO KOMMbIOTEPA) C NPUBSI3KON K KOHTEHEPY 3aKpbITOro K/to4a Cepeepa;
/opt/cprocsp/bin/<apxurekTypa>/certmgr -inst -file server.cer -cont '\\.\HDIMAGE\server'

4. ecnu cepeep TpebyeT cepTudmKaT KAUEHTA, TO HA KJIMEHTCKOM KOMMbIOTEPE JOJIXKEH ObiTh yCTaHOBNEH cepTudpmkaT
knneHTa B xpaHunnwe My (Tekylwero nosb3oBatens uan NOKaNbHOrO KOMMbIOTEPA) C MPUBSA3KONA K KOHTENHEPY 3aKpbITOro
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KJItO4a KJIMeHTa.
/opt/cprocsp/bin/<apxurekTypa>/certmgr -inst -file client.cer -cont '\\.\HDIMAGE\client'

3.2.3 3anucb ceptucukatos B chaiin

Mocne yctaHoBku cepTuchukaTa cepeepa WM KAWEHTA B XPaHWAULLE HEODXOAUMO AOMONHUTENBHO COXPaHUTL 3TOT
ceptudpmkat B chaiin Ha aucke B chopmate DER.

Ecnn ceptudpukaT B Brae haiisa OTCYTCTBYET, €0 MOXXHO COXPaHNTb M3 XPAHWANLLA WIN N3 KOHTENHEpPa Npu NMOMOLLM
yTunuthbl certmgr n3 cocrasa Kpuntollpo CSP:
/opt/cprocsp/sbin/<apxurerTypa>/certmgr -expr -dest server.cer -cont '\\.\HDIMAGE\server'

3.2.4 ®opmuposaHue daiina KoHcurypaumnm

B dhaiin koHpurypaumm 3aHocaTcs cneaytowme onyuu:

Mapamerp | Onucaxwue

chroot KaTanor BbizoBa cyHkuuu chroot(), koTopast BbisbiBaeTcs nocne pasbopa koHdurypaumonHoro daiina stunnel

debug VpoBeHb NMPOTOKOINPOBaHNS

foreground | foreground pexkum

output Mucatb nor & file, a He B syslog

Pid @alin pna coxpaHenus pid

service Nms cepsuca

Setgid Buinonusietcs setgid() B aty rpynny

Setuid Boinontsietcs setuid() nog storo nonbsosaTesns

socket Onuun setsockopt() ans coketa npmema COefMHEHNIA, @ TaK Xe SIS JIOKAJbHOTO N YAANEHHOTO COKETOB
Service-mode options

accept MpuHuMaTh coeamHenns Ha host:port

cert Ceptudpukat B der kopuposke. CooTBeTcTBytOWUi CepTUMKAT B XPaHUIULLE AO/KEH UMETb CCbIIKY Ha

33KprTbIﬁ KJ1HO4Y

client Pexum knvenTa (ymanenHoiii cepsuc ucnonssyet TLS/SSL)

connect CoeanHsTb C yaaneHHbIM cepsepoM host:port

delay 3apepxka ana DNS sanpoca ansa 'connect’ onuun

local WNuTtepdeiic, koTopblilt 4oMXKeH BbITb NCNONL30BAH 4151 COEAUHEHNS C YAANEHHBIM XOCTOM
Verify VpoBeHb NMPoBeEpPKM CepTMurKaTa ygaNeHHOro KOMMbloTepa:

0 — WrHopuposaTb cepTudbukat

1 — lMpoBepsiTb cepTudpmkat ecan ecTb

2 — Bcerga npoeepsTh ceptudmkat

3 — lMpoeepsiTb Hann4yne cepTudpukata B xpaHunnwie TrustedUsers

Mpumeyanue. Onucarme Bcex AOCTYMNHbIX B KOHPUIypaLMOHHOM haiifne OnumMii MOXKHO HalTi, BbI3BaB B KOHCOJN
man stunnel.
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[Hanee npuseaerbl npumeps! alifioB KOHUTYpaLMmM KINEHTa U CepBepa AJis cefytoleli 3agaqn. KnuenT ¢ komnbtoTepa
compl fosKeH ycTaHOBUTL coefuHenue ¢ Beb-cepsepom (srvl.test.ru), npuuém Tpadpuk JosxeH BbiTb 3awnpoBaH U KANEHT
JOJDKEH ObITb ayTeHTUdMLMpoBaH Mo cepTudmKary.

Mpumep daiina koHurypauum ana cepeepa

pid=/var/opt/cprocsp/tmp/stunnel_serv.pid
output=/var/opt/cprocsp/tmp/stunnel_serv.log
socket = 1:TCP_NODELAY=1

socket = r:TCP_NODELAY=1

debug = 7

[https]
accept=srvl.test.ru:1502
connect = srvl.test.ru:80
cert=/etc/stunnel/server.cer
verify=2

Mpumep daitna koHurypauum ansa KnmeHta

pid=/var/opt/cprocsp/tmp/stunnel_cli.pid
output=/var/opt/cprocsp/tmp/stunnel_cli.log
socket = 1:TCP_NODELAY=1

socket = r:TCP_NODELAY=1

debug = 7

[https]

client = yes
accept=compl:1500

connect = srvl.test.ru:1502
cert=/etc/stunnel/client.cer
verify=2

3.3 3anyck cny»xbbi

3anyck cnyxbbl NPON3BOANTCA CefytoLell KOMaHAOIA:

/opt/cprocsp/sbin/<apxurerTypa>/stunnel_thread "myTs K Qaitny rompurypauun"

3.4 OcTtaHoBKa cny>X0bl

[ns ocTaHOBKM HEOBXOAMMO 3aBepLINTL npouecc stunnel.
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